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(54) Metrics and status presentation system and method 



(57) A Web-based management system operating 
method automates collection and analysis of infomna- 
tion from a plurality of networlced devices (200), as well 
as creation of metrics, and independently assembles 
and displays data related to the networked device Infor- 
mation on a distributed network. The networked devices 
(200) may include one or more copiers, printers, facsim- 
ile machines and multifunction devices. Internal and ex- 
ternal data is gathered from the networked devices. At 
least one of graphical, textual, statistical, metrics and 
status data is generated using a network database con- 
currently. This data is assembled and presented to a us- 
er on demand as one or more Web pages. The method 
uses template-driven mechanisms, or Web objects, that 
significantly simplify the creation, dynamic modification 
and persistence, as well as enforcement of concurrency, 
contention, and atomicity rules between, individual Web 
objects that compose the Web pages through the use 
of objects, concurrent state machines, events and ac- 
tions within states. A Portion of the Web page can be 
separately created, e.g., manually or with a web page 
authoring tool The Web objects are combined and pop- 
ulated dynamically from the appropriate Web object 
states for the final display as a Web page by a Web 
browser. 



200 



DISTRIBUTED NETWORK 
107-^ 



REI\/IOTE 
DEVICE 



300 



2^ 



400 



DATA 
PROCESSOR 



500 



CUENT 



WEB OBJECT 
PRESENTATION 
CREATOR 



FIG. 7 



Q. 



Printed by Jouve, 75001 PARIS (FR) 



1 



EP 1 209 851 A2 



2 



Description 

[0001] This invention relates to automated data col- 
lection, monitoring, analysis and metrics of multiple de- 
vices on a network. 

[0002] A wide variety of techniques are known for ma- 
nipulating each of the individual technologies that exist 
in a Web-based concurrent system environment. For 
example, some techniques focus on the Web Client user 
interface. Other techniques focus on the simple network 
management protocol (SNM P) data that networked cop- 
iers, printers, facsimile machines and multifunction de- 
vices use to share their status and other data. Still other 
techniques focus on various methods of communicating 
over the Intemet or between programs, and on data 
analysis and processing for metrics. 
[0003] In a concurrent networked device environ- 
ment, where the data, state and actions being per- 
formed by many devices change almost constantly and 
often simultaneously, an orderiy set of rules, policies 
and mechanisms need to be in place to interpret data 
and ensure that status information is reported efficiently. 
Copiers may run out of one or more supplies, billing data 
may need to be reported, operational alerts may need 
to issued regarding needed device repairs, network de- 
vice supplies may need ordering when they become low 
and an order automatically created, the status of a de- 
vice may need to be refreshed, accurate statistical in- 
formation may need to be generated, and/or appropriate 
metrics may need to be applied to help evaluate the data 
being used by many users and systems. 
[0004] At the same time, the application technology, 
even though it may be Web-based, may need to span a 
variety of technologies where there is little uniformity in 
rules or mechanisms. For example, the technology and 
practice of using a database differs considerably from 
that of Web-page generation, real-time simple network 
management protocol data gathering, or the rules and 
practices of state machines. Therefore, the expertise 
needed to construct an application integrating such var- 
ious technologies could be excessively demanding. 
[0005] This invention provides systems and methods 
that overcome much of the complexity associated with 
the many technologies, disciplines and/or operational 
considerations in a Web-based concurrent system en- 
vironment. 

[0006] This invention separately provides systems 
and methods that tie together the various disparate 
technologies in a simpler and more coherent manner 
than can be realized by the individual technologies 
alone. 

[0007] This invention separately provides systems 
and methods that utilize Web objects in a Web-based 
concurrent system environment. 
[0008] This invention separately provides systems 
and methods that automatically create one or more Web 
objects using state machine and event mechanisms. In 
various exemplary embodiments, the Web object state 



transitions are generated and transitioned in real-time. 
In various exemplary embodiments, the Web-page state 
transitions and actions within those state machines are 
executed independently of user interaction. 

5 [0009] This Invention separately provides systems 
and methods that improve the integrity of persistent 
Web objects to enable improved online and/or offline up- 
dating of data embedded in Web pages. 
[0010] This invention separately provides systems 

10 and methods that allow many implementations in which 
one or more front-end Web servers or related systems 
manipulate a common persistent Web object while 
maintaining consistency and integrity of data in the com- 
mon persistent Web object. 

15 [0011] This invention separately provides systems 
and methods that allow load-balancing across fmnt-end 
systems. 

[0012] This invention separately provides systems 
and methods that allow simultaneous alternative views 
20 of a common Web object. 

[0013] This invention separately provides systems 
and methods that allow each of a plurality of users that 
share reading and writing of data, whether human or au- 
tomated, to access the Web objects without affecting the 
25 views and integrity of other users data. 

[0014] This invention separately provides systems 
and methods that use Web objects consisting of tem- 
plate-driven mechanisms that significantly simplify cre- 
ation, dynamc modification and/or persistence of indi- 
30 vidual Web objects that compose Web pages. 

[0015] This invention separately provides systems 
and methods that use Web objects consisting of tem- 
plate-driven mechanisms that enable concurrency, con- 
tention and atomicity rules to be applied between Indi- 
es vidual Web objects that compose Web pages. 

[0016] This invention separately provides systems 
and methods including Web-objects that use objects, 
state-machines, events and actions within states. 
[0017] In various exemplary embodiments according 
40 to this invention, web-based concurrent systems and 
methods automate data collection, monitoring, analysis 
and/or metric creation independently of assembling and 
displaying status and data about enterprise networked 
copiers, printers^ facsimile machines, multifunction de- 
45 vices and or any other known or later developed net- 
work-connectable device. Web pages displaying such 
status and data are assembled efficiently using Web ob- 
jects. 

[0018] In various exemplary embodiments, the sys- 
50 tems and methods according to this invention gather 
and set internal and/or external status and device data 
from a multiplicity of networked devices, either asyn- 
chronously and/or synchronously, using a variety of 
technologies including simple network management 
55 protocol, extended markup language or web servers 
within, embedded into, or associated with, the devices. 
The device data may be stored in a network database. 
[0019] In various exemplary embodiments, at the 
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same time that the networked device data is gathered 
from the networked devices, the systems and methods 
according to this invention generate graphical, textual, 
statistical metric and/or status information using the net- 
worked device data from the underlying network data- 
base. 

[0020] In various exemplary embodiments, at the 
same time this information is generated, the generated 
information Is assembled and presented to a multiple 
users and/or assembled in a Web browser for on-de- 
mand display. 

[0021] Various exemplary embodiments of the sys- 
tems and methods according to this invention are based 
on recognition of problems in a real-time concun-ent 
web-application, e.g., spanning numerous technolo- 
gies, and resolving concun-ency and contention issues 
between multiple users, and resolving concurrency of 
changing data, so that the data integrity Is Improved or 
preserved. 

[0022] In various exemplary embodiments, the sys- 
tems and methods according to this invention use Web 
objects that include explicit relationships between each 
of the Web-objects so that communication between the 
Web objects is accomplished using events and a fixed 
set of rules associated with the Web objects. These re- 
lationships and rule enforcement allow the systems and 
methods according to this invention to be created in a 
regular manner without needing to have to deal with low- 
er level and more complex details, such as database 
locking. These built-in rules simplify the creation of ap- 
plications. 

[O023] In various exemplary embodiments of the sys- 
tems and methods according to this invention, each of 
the template Web objects can be separately created, for 
example, manually or with a web page authoring tool. 
The Web objects are combined and populated dynami- 
cally from the appropriate Web-object states for display 
as a Web page by the Web browser. In various exenrv 
plary embodiments, the presentation of a Web object is 
separated from its content by placing layout and appear- 
ance instructions in templates. 

[0024] In various exemplary embodiments according 
to this invention, a framework is provided for developing 
Web applications. This framework is distinct from the 
Web applications themselves, which are created within 
and executed by the framework. The framework accord- 
ing to this Invention should be contrasted with ad-hoc, 
infonmal methods for creating Web applications that 
have no formal framework or rules to constrain the be- 
havior of the Web applications. Various exemplary em- 
bodiments according to the framework of this Invention 
provide concurrent Web-based networked-device met- 
ric display, analysis and management. 
[0025] By providing a formal approach, various exenv 
plary embodiments of the systems and methods accord- 
ing to this invention enhance Web application behavior 
In important respects, for example, concurrent request 
management that avoids deadlock and race conditions. 



A Web application resulting from the formal approach 
according to various exemplary embodiments of the 
systems and methods of this invention is easier to un- 
derstand and maintain. Further, in various exemplary 
5 embodiments of the systems and methods of this inven- 
tion redesigning of Web applications is simplified and 
Web application behavior is more predictable. 
[0026] Various embodiments of this Invention will be 
described in detail, with reference to the following Fig- 
to ures. wherein: 

Figure 1 is a functional block diagram illustrating a 
first exemplary embodiment of a metrics and status 
presentation system according to this invention; 
Figure 2 is afunctional block diagram illustrating an 
exemplary remote device for which metrics and sta- 
tus data are presented by the system of Figure 1 ; 
Figure 3 is afunctional block diagram Illustrating an 
exemplary data processor of the system of Figure 1 ; 
Figure 4 is afunctional block diagram illustrating an 
exemplary Web-object presentation creator of the 
system of Figure 1; 

Figure 5 is afunctional bk>ck diagram illustrating an 
exemplary Web client of the system of Figure 1 ; 
Figure 6 is a flowchart outlining an exemplary em- 
bodiment of a method for presenting metrics and 
status infomiation according to this invention; 
Figure 7 is afunctional block diagram illustrating an 
exemplary Web and networic environment of Web 
objects according to this invention, including multi- 
ple devices, Web clients and Web-object templates 
with their own state machines, events and embed- 
ded Web objects; 

Figure 8 is a functional block diagram illustrating a 
single Web object and a single Web client according 
to the Web and network environment of Figure 7; 
Figure 9 is a functional block diagram Illustrating 
multiple Web objects and multiple Web clients ac- 
cording to the Web and networi< environment of Fig- 
ure 7; 

Figure 10 is a functional block diagram illustrating 
an exemplary implementation of a metrics and sta- 
tus presentation system according to this invention; 
Figure 1 1 shows a first exemplary embodiment of a 
Web-page presentation of a Web object containing 
a backing state machine and populated with simple 
HTML text; and 

Figure 12 shows a second exemplary embodiment 
of a Web-page presentation of a Web object with its 
backing state machine containing an embedded 
Web object and Its supporting state machine. 

[0027] According to various exemplary embodiments 
of this invention, a framework is provided for developing 
Web applications. This framework provides a runtime or 
virtual machine for Web objects. According to various 
exemplary embodiments of this Invention, Web objects 
are template-driven mechanisms that compose Web 
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pages through the use of objects, concurrent state-nna- 
chlnes, events and actions within states. The Web ob- 
jects define explicit relationships between each of the 
concurrent statennachines, events and actions within 
states. The Web objects provide a persistent state-ma- 
chine view of Web-application components. 
[0028] Events enable messages and/or inf omriation to 
be sent to Web objects. Web objects can receive events 
from external sources, for example, Web browsers, or 
from other Web objects. In various exemplary embodi- 
ments, each Web object can include data and/or can 
specify a destination. 

[0029] States of a Web object provide a history of past 
events, allowing the Web object to modify the response 
of that Web object to a new event based on the history 
of past events of that Web object. Thus, in various ex- 
emplary embodiments, the Web objects are able to re- 
ceive and transmit events that can cause the Web ob- 
jects to change state and perform actions associated 
with that state. 

[0030] In various exemplary embodiments, actions 
defined within a Web object specify how the Web object 
will react to events that are received by the Web object. 
For example, events may cause the Web object to mod- 
ify data contained within that Web object and/or within 
other Web objects. Altematively, or additionally, events 
may cause that Web object to change state and/or gen- 
erate an event. The generated event may be transmitted 
to an extemal entity, such as a Web browser, or to an- 
other Web object. For example, a Web object's actions 
within a state may gather read and write data from one 
or more extemal devices and then display that data on 
a Web browser, write to other Web objects, and/or write 
to the extemal devices. 

[0031 ] I n various exemplary embodiments of the sys- 
tems and methods according to this invention, the Web- 
object systems include a mechanism for Web-object 
persistence. This persistence mechanism allows a Web 
object to maintain Its state over time independently of 
any requests thatthe Web object receives. For example, 
the state of the Web object may be stored in a pemna- 
nent storage mechanism, such as an underlying data- 
base. 

[0032] According to various exemplary embodiments 
of this invention, the Web-object systems also Include 
an event dispatcher as part of It's runtime software. The 
event dispatcher places events onto a queue and trans- 
mits each event in a predictable manner to the destina- 
tion specified by that particular event. For example, as 
events are generated by extemal sourceS: such as HT- 
TP requests from Web browsers, the events are placed 
into the event queue In the order the events are gener- 
ated. The event dispatcher transmits each event from 
the event queue to the specified destination that re- 
ceives the event and its data. 

[0033] According to various exemplary embodiments 
of the systems and methods according to this Invention, 
the Web-object systems also Include a locking mecha- 



nism. This locking mechanism ensures that Web objects 
correctly make the appropriate transitions between 
states, and that actions perfomied within a state are not 
intermpted. This reduces possible corruption of data 

s and/or actions by other actions, events and/or Web ob- 
jects. Thus, in various exemplary embodiments of the 
systems and methods according to this invention, the 
locking mechanism does not allow a Web object to be 
interrupted by other events while the Web object Is 

10 changing states and/or performing actions. The Web 
object can process further events only after the Web ob- 
ject has changed its state and/or completed its actions. 
State changes of Web objects are thus atomic so that 
they cannot be interieaved or interrupted by other 

IS events and state changes in the same Web object or 
other Web objects and the data to which they are relat- 
ed, and must complete In their entirety. The Web-object 
runtime component of the systems and methods ac- 
cording to this invention manages the details required 

^0 to ensure atomicity so that the Web objects need not 
separately implement atomicity. 

[0034] In various exemplary embodiments of the sys- 
tems and methods according to this invention, the Web- 
object systems also include a template creation system 

25 or device that provides one or more extemal represen- 
tations of Web objects, such as, for example, a Web 
page coded in HTML. The external representation of a 
Web object may be persistent so thatthe representation 
does not need to be regenerated continuously That is, 

30 rather than the entire extemal representation being re- 
generated, only those Web objects that require updating 
need to be regenerated. 

[0035] In various exemplary embodiments of the sys- 
tems and methods according to this invention, the Web- 

35 object systems allow the creation of larger, more com- 
plex concurrent communicating Web objects from indi- 
vidual Web objects, by combining the representations 
of the individual Web objects Into larger representations. 
[0036] The communbation systems and methods as- 

40 sociated with this invention are further described in co- 
pending EP Patent Application No. 01308269.8. 
[0037] Figure 1 shows a functional block diagram of 
a first exemplary embodiment of a metric and status 
presentation system 100 according to this invention. As 

-^5 shown in Figure 1 , components of the metric and status 
presentation system 100 may communicate via a dis- 
tributed network 101 . The distributed network 101 may 
be, for example, an intranet, an extranet, a local area 
network, a metropolitan area network, a wide area net- 

so work, a satellite communication network, an infrared 
communication network, the Internet, the Worid Wide 
Web, or any other known or later-developed distributed 
network. 

[0038] The metric and status presentation system 1 00 
55 Includes at least one remote device 200. In various em- 
bodiments, the remote device 200 comprises one or 
more devices such as networked copiers, printers, fac- 
simile machines, multifunction devices or any other 
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known br later-developed network-con nectable device. 
The metric and status presentation system 100 also in- 
cludes a data processor 300, a Web-object presentation 
creaton;400, and at least one Web client 500. In various 
embodiments of this invention, metrics and/orstatus da- s 
ta abou^ the remote device 200 are gathered and proc- 
essed li(y the data processor 300 and then transmitted 
to the Web-object presentation creator 400. The Web- 
object presentation creator 400 accesses and/or cre- 
ates a r^esentation, for example, a Web page, from data io 
processed by the data processor 300 and/or contained 
in templates. The presentation is created as requested 
by the Web client 500. 

[0039] \ Figure 2 illustrates an exemplary embodiment 
of the remote device 200 shown in Figure 1 . As shown is 
in Figure 2, the remote device 200 includes a controller 
210, a memory 220, an Input/output interface 230 and 
a simple network management protocol management 
infomnation base (SNMP MIB) 240. In the exemplary 
embodiment shown in Figure 2, the remote device 200 
may also include one or more sensors 250, an analog- 
to-digital converter 260 and/or a preliminary analysis cir- 
cuit or routine 270. The elements of the remote device 
200 may be interconnected by a link 201 . The link 201 
can be one or more wired or wireless links or any other 25 
known or later-developed element or elements that are 
capable of supplying electronic data to and from the con- 
nected elements 210-270. 

[0040] The input/output Interface 230 may be any 
known or later-developed mechanism, such as a server 30 
or a client, that is capable of posting data from the re- 
mote device 200 over the distributed network 101 and 
receiving data from remote devices connected to the 
distributed network 101 . Similarly, the sensors 250 may 
be any known or later-developed mechanism or mech- 35 
anisms that are capable of detecting data pertaining to 
the remote device 200. 

[0041] In operation, data pertaining to the remote de- 
vice 200, such as metrics and status data, is collected 
by the controller 210 from one or more of the memory 40 
220, the one or more sensors 250, and/or any other data 
sources providing the types of data described above 
and derived from the operational characteristics of the 
remote device 200. The data is processed by the con- 
troller 21 0 into a fomriat recognizable by the preliminary 
analysis circuit or routine 270 and forwarded to the pre- 
liminary analysis circuit or routine 270. For example, the 
controller 21 0 may process the collected data by dis- 
cretely sampling the analog data received from the one 
or more sensors 250 into qualitative values or by digi- so 
tizing such analog data using the analog-to-digital con- 
verter 260. Alternatively, the controller 210 may process 
the collected data by translating device signals into dis- 
crete event sequences, as described in U.S. Provisional 
Application No. 60/1 54,01 6, incorporated herein by ref- 55 
erence in its entirety, that can be recognized by the pre- 
liminary analysis circuit or routine 270. 
[0042] While some data processing may be accom- 



plished by the remote device 200, the data is further 
processed by the data processor 300 of the metric and 
status presentation system 100, Figure 3 illustrates an 
exemplary embodiment of the data processor 300 
shown in Figure 1 . As shown in Figure 3, in various ex- 
emplary embodiments, the data processor 300 includes 
one-or more Web objects 31 0 that collect data from the 
remote device 200. The Web objects 31 0 collect the da- 
ta using a standard network management or Web-pro- 
tocol 320, such as SNMP, HTML over HTTP, or extend- 
ed mari<-up language (XML) over HTTP, from the dis- 
tributed network 1 01 . The data processor 300 also in- 
cludes a networi( input/output interface 330 usable to 
receive and/or send data over the distributed network 
101 . The elements of the data processor 300 may be 
Interconnected by a link 301. The link 301 can be one 
or more wired or wireless links or any other known or 
later-developed element or elements that are capable 
of supplying electronic data to and from the connected 
elements 310-330. 

[0043] The network input/output interface 330 may be 
any known or later-developed mechanism, such as a 
server or a client, that is capable of accessing data about 
the remote device 200 posted over the distributed net- 
work 101 and/or sending data over the distributed net- 
work 101 . The operation of the Web objects 310 is ex- 
plained in more detail below. 

[0044] Figure 4 illustrates an exemplary embodiment 
of the Web-object presentation creator 400 shown in 
Figure 1. As shown in Figure 4, in various exemplary 
embodiments, the Web-object presentation creator 400 
Includes, or at least accesses, one or more Web objects 
410 to be presented. The Web-object presentation cre- 
ator 400 includes one or more templates 420 that can 
be populated by one or more of the Web objects 410. 
The templates 420 may be used by a Web server 440 
to create a presentation of one or more of the Web ob- 
jects 41 0, such as a Web page, that can be sent over 
the distributed network 101 . The Web-object presenta- 
tion creator 400 includes a network input/output inter- 
face 430 usable to receive and/or send data over the 
distributed network 101 . The elements of the Web-ob- 
ject presentation creator 400 may be interconnected by 
a link 401 . The link 401 can be one or more wired or 
wireless links or any other known or later-developed el- 
ement or elements that are capable of supplying elec- 
tronic data to and from the connected elements 
41 0-440. The network input/output interface 430 may be 
any known or later-developed mechanism, such as a 
server or a client, that is capable of accessing the data 
about the Web objects 410, or the Web objects 410 
themselves, and sending the presentation over the dis- 
tributed network 1 01 . The operation of the Web-object 
presentation creator 400 is explained in more detail be- 
low. 

[0045] It should be understood that the Web objects 
41 0 shown in Figure 4 can be the same elements as the 
Web-objects 31 0 shown In Figure 3. Thus, while the da- 
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ta processor 300 and the Web-object presentation cre- 
ator 400 are shown separately, it should be understood 
that the data processor 300 and the Web-object pres- 
entation creator 400 may be embodied in the same de- 
vice and/or software. The distinction between the data 
processor 300 and the Web-object presentation creator 
400 is for the sake of description only and is not limiting. 
[0046] Figure 5 illustrates an exemplary embodiment 
of the Web client 500 shown in Figure 1. As shown in 
Figure 5. in various exemplary embodiments, the Web- 
client 500 includes a controller 510, a memory 520, an 
input/output interface 530, a data storage device 540 
and a display device 550. The elements of the Web-cli- 
ent 500 may be interconnected by a link 501. The link 
501 can be one or more wired or wireless links or any 
other known or later-developed element or elements 
that are capable of supplying electronic data to and from 
the connected elements 510-550. 
[0047] The input/output interface 530 may be any 
known or later-developed mechanism, such as a server 
or a client, that is at least capable of receiving data from 
the distributed network 1 01 . 

[0048] In operation, the memory 520 may contain a 
Web browser application executed by the controller 51 0. 
A request from the Web browser is sent over the distrib- 
uted network 101 by the input/output interface 530. The 
request causes the presentation of one or more of the 
Web objects 31 0 and/or 41 0 and/or the templates 420 
to be provided to the Web client 500. The Web objects 
310 and/or 410 and/or the templates 420 may be dis- 
played to a user on the display device 550. The Web 
objects 310 and/or 410 and/or the templates 420 may 
also be stored by the data storage device 540 and dis- 
played later. The controller 510 may also generate pe- 
riodic requests to update the retrieved Web objects 310 
and/or 41 0 and/or the templates 420. Thus, current data 
pertaining to the remote device 200, such as metrics and 
status data, may be displayed to the user on request as 
the presentation of one or more of the Web objects 31 0 
and/or 41 0 and/or the templates 420. 
[0049] Figure 6 is a flowchart outlining an exemplary 
embodiment of a method for presenting metrics and sta- 
tus data according to this Invention. Beginning in step 
S1 00, control continues to step S200, where data, such 
as metrics and status data, is collected from one or more 
remote devices. The remote devices may be networked 
devices and the data may be retrieved using a standard 
network management protocol, or a proprietary, device- 
specific, manufacturer-specified protocol. In various 
embodiments of this invention, the data is polled on a 
regular or irregular interval from the remote devices. Al- 
ternatively, or additionally, the data may be polled on de- 
mand. Next, in step S300, the collected data is transmit- 
ted to one or more persistent Web objects. Control then 
continues to step S400. 

[0050] In step S400. the transmitted data is proc- 
essed. As discussed below, In various embodiments, 
the data is processed by the one or more Web*objects. 



For example, activities such as determining running to- 
tals, updating graphs, altering existing spreadsheets 
and the like may be involved. Then. In step S500. the 
processed data is stored, for example, in one or more 
5 of the Web objects for later retrieval. Next, in step S600, 
the stored data is accessed. The data may be accessed 
automatically or may be accessed upon request, for ex- 
ample, a request by a Web client that presents metrics 
and/or status data. Control then continues to step S700. 
10 [0051] In step S700, one or more templates are cre- 
ated and/or updated using the accessed data. In various 
embodiments of this invention, the templates are popu- 
lated by one or more of the Web objects and thus form 
a representation of the Web objects. The created and/ 
15 or updated templates may be stored for later presenta- 
tion. Next, in step S800, the created and/or updated 
templates are accessed. For example, the templates 
may be accessed by a Web server. Then, in step S900, 
one or more Web pages are created and/or updated us- 
ing the templates. In various embodiments of this inven- 
tion, the template-based representations are combined 
with other template-based representations. The created 
and/or updated Web pages define a presentation of the 
data from the remote device, such as metrics and status 
data, and are available for viewing by one or more Web 
clients, for example, over a distributed network. Control 
then continues to step SI 000, where the process ends. 
While these processing steps are shown executing se- 
rially, the procedures may actually execute concurrently 
in parallel in each of elements in 100, 200, 300. 400 and 
500. As shown in Figures 7-1 0, the integrity of the data 
is maintained throughout the process. 
[0052] Figure 7 is a functional block diagram illustrat- 
ing an exemplary Web and network environment 7000 
of Web objects according to this Invention, including 
multiple networked devices 7200, a data processor/ 
Web-object presentation creator 7300 and multiple Web 
clients 7500, all interconnected by a network 71 00, such 
as the Intemet. The data processor/Web-object presen- 
tation creator 7300 includes multiple Web objects 731 0, 
7320 and 7330. Each Web object 731 0, 7320 and 7330 
has Its own templates 7312. 7322 and 7332, and state 
machines 7314, 7324 and 7334, respectively. The data 
processor/Web-object presentation creator 7300 also 
includes a database 7340^ or other data storage device, 
and one or more runtime support circuits, routines or 
managers 7350. The data processor/Web-object pres- 
entation creator 7300 may be embodied as any suitable 
computer-based device, such as, for example, a Web 
server. 

[0053] The Web clients 7500 may be embodied as 
any device that is capable of receiving infomiation from 
the networt<7100 and displaying the information to a us- 
er. For example, the Web clients 7500 may be worksta- 
tions 7510, such as personal computers, that each in- 
clude a monitor or screen display 7520. It should be un- 
derstood, however, that the Web-clients 7500 may be 
other devices, such as a hand-held personal digital as- 
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sistant (PDA), a cellular or digital mobile telephone or 
an embedded web browser in a consumer appliance, 
such as a CD player, DVD player, or microwave oven. 
[0054] In operation, one or more of the Web clients 
7500 generate and transmit a request for infomriation 
over the network 7100. For example, the workstations 
7510 may access hyperlinks displayed in a web brows- 
er The request is received by the data processor/Web- 
object presentation creator 7300 and processed by one 
or more of the Web-objects 731 0, 7320 and/or 7330 us- 
ing the state machines 7314, 7324 and/or 7334, respec- 
tively. State data for the state machines 7314. 7324 and 
7334 is read from and stored in the database 7340. 
Rules and mechanisms for operation of the Web objects 
731 0, 7320 and/or 7330 and their state machines 731 4, 
7324 and/or 7334 are provided by the runtime support 
circuits, routines or managers 7350. 
[0055] Data from the networked devbes 7200 is 
transmitted to the data processor/Web-object presenta- 
tion creator 7300, either automatically or as requested 
by the data processor/Web-object presentation creator 
7300, and stored in the database 7340 for use by the 
Web objects 7310, 7320 and/or 7330 In their state ma- 
chines 7314, 7324 and/or 7334. The Web objects 731 0, 
7320 and/or 7330 create and populate the templates 
7312, 7322 and/or 7332 with data from the state ma- 
chines 731 4, 7324 and 7334 and/or the database 7340. 
The templates 7312, 7322 and/or 7332 are then trans- 
mitted in a properfomiat, such as HTML, XML, XHTML, 
PDF, or any other appropriate known or later-developed 
format, to the Web clients 7500, either individually or 
combined, to fomrt a desired presentation of the request- 
ed infomnation. For example, the requested information 
may be presented on the screen dispiay(s) 7520 as a 
Web page fomied by representations of the Web objects 
731 0, 7320 and/or 7330 or displayed objects 7521 , 7522 
and/or 7523. 

[0056] Figure 8 is a functional block diagram Illustrat- 
ing a single Web object 7310 and a single Web client 
7530 according to the Web and network environment 
7000 shown in Figure 7. The request for infomnation by 
the Web client 7530 is transmitted to the Web object 
7310 over the network 7100 and received as an Event 
1 . The Web object 7310 is in a State 1 , a definite state, 
when the Event 1 is received. This definite state reflects 
the past histoiy of the Web object 7310. The state ma- 
chine 7314 is shown in abstract form as an event/state 
diagram to illustrate the reaction of the Web object 731 0 
to events based on the past history of events. 
[0057] When the Web object 731 0 receives the Event 
1 , the state machine 7314 produces one ormore actions 
within that state, such as an Action 1 . For example, the 
Action 1 may be receiving and manipulating remote de- 
vice data for display, storing data in a database, or send- 
ing email to a device event subscriber. After the Web 
object 7310 completes the Action 1, the Web object 
7310 changes state from the State 1 to a State 2. 
[0058] The runtime support circuit, routine or manag- 



er 7350 ensures that the Web object 731 0 processes 
the Event 1 atomically so that the processing cannot be 
interrupted. In other words, the Web object 7310 is not 
allowed to process another event until the Event 1 is 
s processed and the Web object 7310 changes from the 
State 1 to the State 2. 

[0059] In the State 2, the state machine 731 4 may pro- 
duce one or more actions, such as an Action 2, and/or 
an Event 2. When the Web object 731 0 completes the 
Action 2, the Web object 7310 changes from the State 
2 to a State 3. Depending on the past history of the Web 
object 7310, various events are created and processed 
and various actions are executed. The runtime support 
circuit, routine or manager 7350 manages the process- 
ing by creating an event queue that operates on a first- 
in-first-out basis. The event queue may be managed by 
an event dispatcher, which transmits events from the 
queue to specified destinations in the order in which they 
are received, providing a guaranteed event delivery sys- 
tem, so that Web objects do not have to implement or 
reinvent this functionality. Using the state machine 
7314, the Web object 7310 updates itself atomically so 
that the remote device data displayed as the displayed 
object 7521 to the Web client 7530 is current. 
[0060] Figure 9 is a functional block diagram Illustrat- 
ing multiple Web objects 7324 and 7334 and multiple 
Web clients 7540 and 7550 according to the Web and 
network environment 7000 shown in Figure 7. The op- 
eration of the Web-object system shown in Figure 9 is 
identical to the operation of the Web-object system de- 
scribed above with respect to Figure 8, except that 
events and/or actions of the Web object 7324 are used 
to update the Web object 7334, and vice versa. The runt- 
ime support circuit, routine or manager 7350 manages 
the processing of events by the Web objects 7324 and 
7334 so that contention and race conditions are avoided 
when one Web-objecfs state machine reads or writes 
the data in another Web object. 

[0061] Also, the displayed object 7522 generated by 
the Web client 7540 may be different than the displayed 
object 7523 generated by the Web client 7550. For ex- 
ample, the infonnation requested by each of the Web 
clients 7540 and 7550 may be different. Further, the dis- 
played objects 7522 and 7523 may be different in ap- 
pearance and content because the templates 7322 and 
7332, respectively populated by the Web objects 7324 
and 7334, may be different. 

[0062] Figure 10 is a functional block diagram illus- 
trating an exemplary implementation of a metrics and 
status presentation system according to this invention. 
The implementation runs on the Microsoft NT server op- 
erating system, under the Oracle Applcation server en- 
vironment B which provides Web service facilities to the 
application. The Web object runtime E Is implemented 
using Java Servlets as supported by the Java servlet 
cartridge D supplied by Oracle, and an Oracle database 
J. The runtime is used to execute Web objects imple- 
mented as additional Java servlets H. The Web objects 
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communicate with networked printing devices I and poll 
data from these devices. The Web objects use a tem- 
plate parser G to fomi representations of themselves for 
display in a Web browser A. using the Web server B for 
communication with the Web browser A. 
[0063] Figure 11 shows an exemplary Web-page 
presentation of a Web object containing a backing state 
machine and populated with simple HTML text. 
[0064] Figure 12 shows another exemplary Web- 
page presentation of a Web object with its backing state 
machine containing an embedded Web object and its 
supporting state machine. 



Claims 



one Web page. 

8. The method of claim 7, further comprising present- 
ing simultaneous attemative views of the common 
Web-object, and allowing each of a plurality of users 
to access the common Web object in different ways 
without affecting the view of the other users. 

9. A data presentation system for a plurality of net- 
worked devices, comprising: 

a Web page fomaed at least in part by at least 
. one Web object, wherein a Web object is a self- 
contained entity with object data, an associated 
presentation and a state machine lifecycle. 



1 . A method for operating a Web-based management 
system of a plurality of networked devices, compris- 
ing automatically collecting and analyzing net- 
worked device information from the networked de- 
vices; and independently assembling and display- 
ing data related to the networked device information 
on a distributed network. 



10. The data presentation system of claim 9. further 
comprising a networic database that stores net- 
worked device information from the networked de- 
vices, the network database providing the net- 
worked device infomnation to the at least one Web 
object. 



2. The method of claim 1 , wherein analyzing the net- 25 
worked device information includes creating met- 
rics data and the displayed data includes the met- 
rics data. 



3. The method of claim 1 or claim 2, wherein collecting 30 
and analyzing networked device information from 
the networked devices is automated by using a net- 
work database. 



4. The method of any of claims 1 to 3, wherein assem- 35 
bling and displaying the data related to the net- 
worked device information on a distributed network 
comprises creating at least one Web page from at 
least one Web object, wherein the at least one Web 
object is a self-contained entity with object data, an 40 
associated presentation and a state machine lifecy- 
cle. 



5. The method of claim 4, further comprising general- 
izing the form of the at least one Web object as a 45 
template so that the at least one Web page is cre- 
ated separately. 

6. A method for efficient Web-based presentation of 
data gathered from networked devices, comprising 50 
automatically gathering data from at least one net- 
worked device using server Web-object state tran- 
sitions, events and actions independently of user in- 
teraction. 

55 

7. The method of claim 6. further comprising ensuring 
Integrity of at least one persistent Web object to en- 
able accurate updating of data embedded in at least 
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(57) A Web-based management system operating 
method automates collection and analysis of infomria- 
tion from a plurality of networked devices (200), as well 
as creation of metrics, and independently assembles 
and displays data related to the networked device infor- 
mation on a distributed network. The networked devices 
(200) may include one or more copiers, printers, facsim- 
ile machines and multifunction devices. Internal and ex- 
ternal data is gathered from the networked devices. At 
least one of graphical, textual, statistical, metrics and 
status data is generated using a network database con- 
currently. This data is assembled and presented to a us- 
er on demand as one or more Web pages. The method 
uses template-driven mechanisms, or Web objects, that 
significantly simplify the creation, dynamic modification 
and persistence, as well as enforcement of concurrency, 
contention, and atomicity rules between, individual Web 
objects that compose the Web pages through the use 
of objects, concurrent state machines, events and ac- 
tions within states. A Portion of the Web page can be 
separately created, e.g., manually or with a web page 
authoring tool The Web objects are combined and pop- 
ulated dynamically from the appropriate Web object 
states for the final display as a Web page by a Web 
browser. 
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